3eprxananbik cabak Nel3: SSH xarramacel. Kambiktan Oackapy KypanibiH
KOpray

SSH npoTokonbl KOMMbIOTEPMEH Kayinci3 KocbUlyabl KamTamacbl3 eTy YLUiH
KkongaHbinagbl, 6yn onepauuanblk XXYNeHiH Kabblfbl apKblfbl faHa eMec, COHbIMEH
KaTap wudpnaHFaH apHa apkbifibl ga KawblkTaH ©ackapyra MyMKiHAIK 6epegi.
Kenge Ubuntu onepauusnbik XXyYMECIH nanganaHywbliapHblH, Ke3-KenreH makcaTThbl
opbiHAay ywiH komnbtoTepre SSH cepsepiH Kot kepek 6onagbl. CoHabikTaH 6i3
XYKTey npouegypacbiH faHa e€eMmec, COHbIMEH KaTap Herisri napameTtpnepai
OopHaTyAbl 3epTTEeN OTbIPbIM, OCbl NPOLIECNEH enkKen-TeNKensi TaHbICybl YCbIHAMBbI3.

SSH KOMMNOHEHTTEPIH pecMn cakTay apKblfibl XXyKTeyre 6onaapbl, COHAbIKTaH 6i3
Aan ocbl 8AICTi KapacTblpaMbl3, Of1 €H TYpPaKTbl XXOHE CeHiMAi, COHbIMEH KaTap
XXaHagaH KenreH nanganaHyLbinap ywiH KMbIHObIK TyablpMangbl.

1-kapam: SSH-server XyKTey XXoHe opHaTy

bi3 Heri3ri nepmeHAep XMbIHTbIFbIH KONAaHa oTbipbin, "TepMmuHan" apkpifbl
TancblpMaHbl opblHAaMMbI3. KocbiMwa 6inim Hemece fafabl KaXkeT emec, ci3 ap
9PEKETTIH enKen-TenKenni cmnatramacbiH xoHe 6apnblk KaXeTTi KoMaHganapabl
anachbi3.

1. KoHconbai mazip apkbinbl Hemece Ctrl + Alt + T TipkecimiH 6acbin icke
KOCbIHbI3.

Nua, 1251

2. [epey pecmun penosntopuingeH cepaep canngapbiH xykteyai 6actanpid. On
YLiH eHrisin, Enter nepHeciH 6acbIHbI3.



patts@patts-VirtualBox: ~

®ann Mpaska Bua MMowuck TepmuHan Cnpaska
patts@patts-VirtualBox:~$ sudo apt install openssh-server

3. bi3a sudo npeduKciH KongaHFaHObIKTaH (8pekeTTi cynep nanganaHyLblHbIH,
aTblHaH opblHAAY), Ci3 e3iHi3aiH ecenTik )xa3baHpbl3gaH Kynua ces3fi eHridyiHis
Kepek. EHrizy ke3iHge TaHbanap KepceTinMENTIHIH eCKepiHi3

patts@patts-VirtualBox: ~

@ain MNpaska Bug Mowck TepmuHan CnpaBka
patts@patts-VirtualBox:~$% sudo apt install openssh-server
|[sudo] naponb ana patts: §

4. Cisre 6enrini 6ip MyparaT kenemiH XykTtey Typanbl xabapnaHagpl, [ )eTkisy
ONUMACHIH TaHAAay apKblfbl OPEKETTI pacTaHbI3.



patts@patts-VirtualBox: ~

®ann Mpaska Bua Mouck TepmuHan Cnpaska
patts@patts-VirtualBox:~S sudo apt install openssh-server
[sudo] napone gna patts:
YTeHne CMMCKOB NakeToB.. [oToBO
MocTpoeHne AepeBa 3aBMCMMOCTER
UTeHne WHPOpMAUWM O COCTOAHWH.. [0ToBO
ByayT YCTaHOBAEHH CNeAywuMe [OMNOAHHWTE/NbHBIE NAKEeThl:
ncurses-term openssh-sftp-server ssh-import-id
Mpepnaraemsie NakeTsl:
molly-guard monkeysphere rssh ssh-askpass
HOBbIE nakeThl, KoTopsle ByAyT YCTaHOBAEHI:
ncurses-term openssh-server openssh-sftp-server ssh-import-id
06HOoBNEHO @ MAKeTOB, YCTAHOBNEHO 4 HOBBIX MaKeToB, ANA YA3NEHWA OTMeuYeHo O nakeTo
B, W 184 nakeToe He obHOBNEHO.
Heobxognmo ckauyaTb 637 kB apxuBoB.
Mocne AaHHOA onepauyun, o6bEM 3aHATOro JMCKOBOro MPOCTP3HCTBA BO3PAcTET Ha 5.316
KB.
TUTe npogonxnte? [[/H]

5. ©pgenki bonbIHLWA, KINMEHT cepBepMeH Bipre opHaTbinaabl, bipak OHbl kanTa
OpHaTyfa ThbIPbICbIM, OHbIH, 0ap EeKEHIHE KO3 XeTKi3y apTblKk 6onMangbl

patts@patts-VirtualBox: ~

®ain MNpaBka Bup MMonck TepmuHan Cnpaska

ObpabaTwBawTcAa Tpurreps ana man-db (2.8.3-2) ..
HacTtpanBaetcsa nakeT ssh-import-id (5.7-8ubuntul.1) ..
HacTpauBaeTcA nakeT openssh-server (1:7.6p1-4ubuntu@.2) ..

Creating config file /etc/ssh/sshd_config with new version

Creating SSH2 RSA key; this may take some time ...

2048 SHA256:100qBNgbh3jI5hLugfMMB+USWuhUt8535hq+FpJ90EU root@patts-VirtualBox (R
SA)

Creating SSH2 ECDSA key; this may take some time ...

256 SHA256:hjGig+ZHT76Xx3H6j4z3Zwd/YQr4YpEwQv3eilFQ5SHNSvC root@patts-virtualBox (EC
DSA)

Creating SSH2 ED25519 key; this may take some time ...

256 SHA256:VbOWRUErsruJKuovYddKJelJIKhHFEZf3NcITYDt18YU root@patts-virtualBox (ED
25519)

Created symlink /etc/systemd/system/sshd.service — /lib/systemd/system/ssh.servi
=

Created symlink /etc/systemd/system/multi-user.target.wants/ssh.service = /lib/s
ystemd/system/ssh.service.

ObpabatwBawTca Tpurreps ana systemd (237-3ubuntule.i13) ..

ObpabaTwBawTcA Tpurreps ana ureadahead (0.100.8-20) ..

ObpabatwBawTca Tpurreps ang ufw (0®.35-5) ..

patts@patts-VirtualBox:~$/sudo apt-get install openssh-clientl]

SSH cepBepi onepauunsanbik xynere 6apnbik danngapabl CoTTi KOCKaHHaH KeniH
BipaoeH e3apa apekeTTecy YLWiH Kon xeTimai 6onaapl, Bipak OHbl AYPbIC XYMbIC iCTey
YLWiH KoHdUrypaumanay kepek. Keneci kagamgapmMeH TaHbICyFa KeHec 6epemis.

2-KagjaMm: cepBepai Tekcepy
bacTtay ywiH cTaHgapTTel NapameTpriep AypbIC KongaHbliFaHbIHA KO3 XeTKi3enik,

an SSH-server Herisri kKomaHganapra xayan 6epegi xeHe onapgbl 4ypbIC
OopblHAANAbl, COHObIKTAH Ci3re KaxerT:



1. KoHcornbgi icke KOCbIHbI3 XXaHe erep o1 opHaTbIfiFaHHaH KeWiH KEHEeTTEH
aBTomaTTbl TypAae 6onmaca. Ubuntu icke Kocy cepBepiHe KOCy YLUiH
»KasblHbI3,

patts@patts-VirtualBox: ~

Dain MNpasxa Bug Mouck TepmuHan Cnpasxa
patts@patts-VirtualBox:~$ sudo systemctl enable sshd

2. Erep cisre OXK-meH bipre 6actay kaxeT 6bonmaca, OHbl
.ICKe KOCYy apKblfibl aBTOMaTTbl TYPAE XONbIHbI3

patts@patts-VirtualBox: ~

®aitn MpaBka Bua Mouck TepmuHan Cnpaska

patts@patts-VirtualBox:~5 sudo systemctl enable sshd

[sudo] naponb ana patts:

Failed to enable unit: Refusina to operate on linked unit file sshd.service
patts@patts-VirtualBox:~5| sudo systemctl disable sshd

Removed fetc/systemd/system/sshd.service.

Removed /etc/systemd/system/multi-user.target.wants/ssh.service.
patts@patts-VirtualBox:~$

3. EHgi xeprinikTi KOMMblOTEpPre KOCbiNyabl TEKCEPIHI3. NapMeHiH
KonAaHblHbI3 (KeprinikTi komnbloTepaiH localhost mekeH — xxaibl).



patts@patts-VirtualBox: ~

®aiin MNpaeka Bug Monck TepMmuHan Cnpaeka

patts@patts-VirtualBox: sudo systemctl enable sshd

[sudo] napone gna patts

Failed to enable unit efusing to operate on linked unit file sshd.service
patts@patts-VirtualBox:~$ sudo systemctl disable sshd

Removed fetc/systemd/system/sshd.service.

Removed fetc/systemd/system/multi-user, target.wants/ssh.service.
patts@patts-VirtualBox:~$ ssh localhostll

4, Yes onuusicbiH TaHOday apKbiJibl KOCbJ1yAbIH >KalifaCyblH paCcTaHbl3

patts@patts-VirtualBox: ~

@ain MNpaeka Bua Monck TepmuHan Cnpaska

patts@patts-VirtualBox: sudo systemctl enable sshd

[sudo] napone ana patts

Failed to enable unit: Refusing to operate on linked unit file sshd.service
patts@patts-VirtualBox:~$ sudo systemctl disable sshd

Removed fetc/systemd/system/sshd.service.

Removed fetc/systemd/system/multi-user.target.wants/ssh.service.
patts@patts-virtualBox:~$ ssh localhost

The authenticity of host 'localhost (127.0.0.1)' can't be established.
ECDSA kev fingerprint is SHA256:h1Gila+ZH76x3H674z37Zwd/YOr4YpEwQv3eiFQ5HN5vC.
Are you sure you want to continue connecting (yes/fno)?

5. Xyktey coTTi 6onFaH xarganga, Ci3 Keneci CKpUHLIOTTa Kepin
OTbIpfaHblHbI3gan, OCblHAAW aknapaTTbl anacki3. backa Kypblnfbinap ywiH
agenki 6orblHIWA TaHganfaH xeninik IP peTiHae apekeT eTeTiH ,
MEKEH-XaWblHa KOCbINyabl Tekcepy kaxeT. On ywiH TUICTi NnepMeHai eHrisin,
Enter nepHeciH 6acbiHbI3.



patts@patts-VirtualBox: ~

®aitn MpaBka Bug Mowuck TepmuHan CnpaBka

patts@localhost's password:
Welcome to Ubuntu 18.84.1 LTS (GNU/Linux 4.15.8-45-generic x86_64)

Documentation: https://help.ubuntu.com
Management: https://landscape.canonical.com
Support: https://ubuntu.com/advantage

Canonical Livepatch is available for installation.
- Reduce system reboots and improve kernel security. Activate at:
https:/fubuntu.com/livepatch

MoryT BbTe 0BHOB/EHH 180 NakeToB.
0 obHOBNEHMA KacawTcA Be3omacHOCTH CHUCTEMsI.

The programs included with the Ubuntu system are free software;
the exact distribution terms for each program are described in the
individual files in Jfusr/share/doc/*/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

patts@patts-VirtualBox:~$ ssh 0.0.0.0

6. Opbip KaHa KOCbINbICTA OHbI pacTay KaxeT bonagbl.

patts@patks-VirtualBox: ~

®aitn Mpaeka Bwa Mowck TepmmnHan Cnpaeka
Documentation: https://help.ubuntu.com
Management: https://landscape.canonical.com
Support: https://ubuntu.com/advantage

Canonical Livepatch is available for installation.
- Reduce system reboots and improve kernel security. Activate at:
https://ubuntu.com/1livepatch

MoryT 6biTe ofHOBNEeHH 188 MakeToB.
© obHoBneHMA kacawTcA De30nacHOCTM CUCTEMBI.

The programs included with the Ubuntu system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

patts@patts-VirtualBox:~S ssh 0.0.0.0

The authenticity of host '0.0.0.0 (0.0.0.8)' can't be established.

ECDSA kev finaerprint is SHA256:hiGia+ZH76x3H674z3Zwd/YOr4YpEwOv3eiFQ5HNSvC.
Are you sure you want to continue connecting (ves/no)? yesfl

Kepin oTblpfaHbIHbI3gan, ssh komaHgachkl Ke3-KenreH KoMnboTepre KOCbIny YLliH
kongaHbinaabl. Erep ci3 6acka KypbinfbIMEH KOCbINFbIHBI3 KENce, TepMnHangbl icke
Kocbln, nepmeHai SSH dopmaTtbiHaa .0ern TepiHj3.

3-kagaMm: KoHdUrypaumsa dannbiH eHaey
SSH npoTokonbiHbIH 6aprblk KocbiMLLa NapamMeTpriepi )ongap MeH MaHaepai

©3repTy apKbifbl apHanbl KOHUrypauna gannsl apkblfibl Xy3ere acbipbinagbl. bis
Gapnblk TapMakTapfa Hasap aygapManmbl3, COHbIMEH KaTap onapAblH, Kenwiniri ap



nanganaHyLbl YLWiH Xeke 6onbin Tabbinagbl, 6i3 Tek Heri3ri apekeTTepai
KepceTeMis.
1. BipiHLWi Ke3eKTe KoHurypauma annbiHbliH CaKkTbIK KELipMECiH CakTaHbl3, erep
on KaxeT bonca, ofaH xabapnacbiHbl3 Hemece SSH 6acTtankbl KyniH kanmnbiHa
KenTipiHi3. KoHconbre

. KOMaHOAacbIH KOMbIHbI3.

patts@patts-VirtualBox: ~

®ain Mpaska Bua Mowuck TepmuHan Cnpaska

patts@patts-VirtualBox:~$ sudo cp fetc/ssh/sshd_config fetc/ssh/sshd_config.orig
inal

2. CoOCbIH eKiHLwi:

@aiin MNpaeka Bup Mouck TepmuHan CrnpaBka

patts@patts-VirtualBox:~S$ sudo cp /etc/sshf/sshd _config fetc/ssh/sshd_config.orig
inal

[sudo] nmapone gna patts:

patts@patts-VirtualBox:~$ gydo chmod a-w [etc/ssh/sshd_config.original
patts@patts-VirtualBox:~$ ]

3. MMapameTpnep hannbiH icke Kocy . apKbinbl
Xy3ere acblpbinagbl. KipreHHeH keniH 6ipaeH on icke Kocbinagbl XXeHe ci3
OHblH Ma3MyHbIH TOMEHAEr CKPUHLIOTTAa KepceTinreHaen Kepecis.



patts@patts-VirtualBox: ~

@®ain Mpaeka Bua Mouck TepMmMHan Cnpaeka
SOpenBSD: sshd_config,v 1.101 2017/03/14 07:19:07 djm Exp $

This is the sshd server system-wide configuration file. See
sshd_config(5) for more information.

This sshd was compiled with PATH=/usr/bin:/bin:/usr/sbin:fsbin

The strategy used for options in the default sshd _config shipped with
OpenSSH 1s to specify options with their default value where
possible, but leave them commented. Uncommented options override the
default value.

#Port 22
#AddressFamily any
#ListenAddress 0.0.0.0
#ListenAddress ::

#HostKey /etc/sshfssh_host_rsa_key
#HostKey fetc/ssh/ssh_host_ecdsa_key
#HostKey /etc/ssh/ssh host ed25519 key

# Ciphers and keying
#RekeyLimit default none

4. MyHpa ci3 narganaHbinaTblH NOPTThl ©3repTe anachl3, 0 apKallaH
KOCbINyablH Kayinci3giriH KamTamacbI3 eTy YLUiH XXaKCbl Xacanagpbl, cogaH
KeniH Kipic cynep navaanaHyLlblHbIH aTbiHAH eLwWipinyi MyMKiH
(PermitRootLogin) xeHe KinTTiH icke Kocbinybl (PubkeyAuthentication). ©Haey
asikTanfaHHaH KeniH nepHeHi 6acy kepek : (Shift + ; naTtbiH opHanacyblHaa)
XXoHe ©3repicTepai cakray YwWiH W apniH KOCbIHbI3.

patts@patts-VirtualBox: ~

®ainn MpaBka Bua MMowuck TepmuHan Cnpaeka
#ClientAliveCountMax 3

#UseDNS no

#PidFile fvar/frun/sshd.pid

#MaxStartups 10:30:100

#PermitTunnel no

#ChrootDirectory none

#VersionAddendum none

# no default banner path
#Banner none

# Allow client to pass locale environment variables
AcceptEnv LANG LC_*

# override default of no subsystems
Subsystem sftp Jusr/lib/openssh/sftp-server

# Example of overriding settings on a per-user basis
#Match User anoncvs
X11Forwarding no
# AllowTcpForwarding no
# PermitTTY no
# ForceCommand cvs server
HY |

5. danngaH WbIFy Asn ocbinan xy3ere acblpblnagbl, Tek W opHbIHa q
KonAaHblnaabi.



patts@patts-VirtualBox: ~

®ain MNpaska Bua Mowck TepmwuHan Cnpaeka
#StrictModes yes
#MaxAuthTries 6
#MaxSessions 10

#PubkeyAuthentication yes

# Expect .sshfauthorized_keys2 to be disregarded by default in future.
#AuthorizedKeysFile .sshfauthorized_keys .sshfauthorized_keys2

#AauthorizedPrincipalsFile none

#AuthorizedkeysCommand none
#AuthorizedkeysCommandUser nobody

# For this to work you will also need host keys in /fetc/ssh/ssh_known_hosts
#HostbasedAuthentication no

# Change to yes if you don't trust ~/.ssh/known_hosts for

# HostbasedAuthentication

#IgnoreUserknownHosts no

# Don't read the user's ~/.rhosts and ~/.shosts files

#IgnoreRhosts yes

# To disable tunneled clear text passwords, change to no here!

6. Cepsepai kanTa icke Kocyabl YMbITNaHbI3 )

patts@patts-VirtualBox: ~

Qain MNpaska Bua Mowuck TepmuHan Cnpaeka
patts@patts-VirtualBox:~$ sudo systemctl restart ssh

7. benceHai NOpTTbl ©3repTKeEHHEH KeNiH OHbl KNneHTke BekiTy kepek. byn
KepceTy apKbinbl Xacanagbl, myHga 2100 —
aybICTbIpbISIFAH MOPT HOMIPI..



patts@patts-VirtualBox: ~

@®ann Mpaska Buma Mowck TepmmHan CnpaBka
patts@patts-virtualBox: sudo systemctl restart ssh
[sude] napons gna patts

patts@patts-virtualBox: ssh -p 2100 1localhost

8. . Erep cisge 6paHamayap opHaTblfiFaH 6osca, oHAa aybICTbIPY KaXerT:

patts@patts-VirtualBox: ~

®ain Npaeka Bug Mowuck Tepmuuan Cnpaeka
patts@patts-VirtualBox:~S$ sudo systemctl restart ssh

[sudo] napone gns patt

patts@patts-VirtualBox:~5 ssh -p 2100 localhost

ssh: connect to host localhost port 2100: Connection refused
patts@patts-VirtualBox:~5 sudo ufw allow 2100

9. bapnblk epexenep XaHapfaHbl Xannbl aknapaT anacbl3



patts@patts-VirtualBox: ~

®ain MNpaBka Bua Mouck TepmMWHan CnpaBka

patts@patts-VirtualBox:~$ sudo systemctl restart ssh

[sudo] naponb ana patts:

patts@patts-VirtualBox:~$ ssh -p 2160 localhost

Esh: connect to host localhost port 2100: Connection refused
patts@patts-VirtualBox:~$ sudo ufw allow 2100

Fpamma oOHOBNEHbI

pasuna obHoBneHs (v6)

TEEEPaTLE-VIrtua(Box: ~$

Backa napameTpriepMeH Ci3 pecMu KyaTTamaHbl OKbIN, ©3iHi3 TaHbICyFa
KyKbinbicbl3. Cisre kaHaan MeHOepai TaH4ay KepekTiriH aHblKTayFa KOMEKTECETIH
Gapnblk TapMakTapabl ©3repTyre apHanfaH keHectep 6ap.

4-kapaMm: KinTrepAai Kocy

SSH kinTTepiH KockaHaa, naponbAi angbiH-ana eHrisbecTteH eki KypbiiFbl apacbiHAa
aBTopu3aunsa awbiiagbl. CankecTenaipy Npoueci Kynua XXaHe allblK KinTTi OKy
anropuTMiHe KamTa Kypblragbl.

1. €Hri3y apKblinbl KOHCOMbAI albIn, XaHa KNWeHT KinTiH
acaHbl3, cogaH KeniH pannfa atay 6epin, Kipy naposiH KepCceTiHi3.

@Qain lNpaska Bua MNouck Teph

Generatina public/private d ey _pailr.

Enter file in which to save-the key (/home/patts/.ssh/id_dsa): ||




2. OcblgaH KeiH KoFamablK KinT cakTanagbl XXaHe Kynus cypeT xacanagbl.
OKpaHa Ci3 OHbIH, KepiHIiCiH Kepecis.

patts@patts-VirtualBox: ~

®ann MNpaeka Bua Mouck TepmuHan Cnpaska
patts@patts-VirtualBox:~$ ssh-keygen -t dsa
Generating public/private dsa key pair.
Enter file in which to save the key (/home/patts/.ssh/id_dsa): password
Enter passphrase (empty for no passphrase):
Enter same passphrase again:
Your identification has been saved in password.
Your public key has been saved in password.pub.
The key fingerprint is:
SHA iH+UFENeBLsrvVfqs9kQc9e/AF10/ZDhTiT2I8v2RrU patts@patts-VirtualBox
s randomart image is:
SA 1824]----+
.000 o0 o=.|
ot Lu=F

+.50. ..
.+0+
Nol
o+
Q0.
+----[SHA256]
patts@patts-virtualBox:~$ I

3. Kynnsa ces apkbinbl KOCbIbIMAbI ©LUIpY YLUIH XacanfaH danngbl ekiHLwi
KOMMbIOTEPre KeLipy faHa kanagbl.
NepMeHiH nNanganaHblHbI3, MyHOa username@remotehost-kalblkTarbl
KOMMbIOTEPAIH aTaybl XXoHe OHbIH, IP MekeHxawnbl.

patts@patts-VirtualBox: ~

®ain MNpaska Bua Mouck TepmuHan Cnpaska

patts@patts-VirtualBox:~$ ssh-keygen -t dsa

enerating public/private dsa key pair.

nter file in which to save the key (/home/patts/.ssh/id_dsa): password
nter passphrase (empty for no passphrase):

nter same passphrase again:

our identification has been saved in password.

our public key has been saved in password.pub.

he key fingerprint is:

SHA256 : UiH+UFENeBLsrVfqs9kQc90/AF10/ZDhTiT2J8v2RrU patts@patts-VirtualBox
he key's randomart image is:

---[DSA 1824]----+

.000 o o=.|

+.50. ..
.+0+
0.
o+
00.
----[SHA256]
patts@patts-VirtualBox:~5 ssh-copy-id username@remotehostl

CepBepai  KadTa 1CKe KOCHIN, alllblK JKOHE KYIUS KIIT apKbUIbl OHBIH
JTYPBICTBIFBIH TEKCEPY FaHa KaJlajbl.

byn xepne SSH cepBepin opHary mpoleaypachl >KOHE OHBIH HET13r1
KOH(Urypauuscel askTaiabl. Erep ci3 OapiblK KomaHAandapibl JYPbIC €HTI3CEHI3,
TarchlpMaHbl OPBIHJAY KE31HJIe elIKaHAall KarenikTtep O0oiamaywl kepek. OpHarynaH
KEH1H KOCBUIBIMFA KaTBICTBI MOCEJIeNIep TYbIHJIaFaH Karjaiga, MoceseHl Ienty Yyl
SSH-HbI icke KOCy1aH MIbIFaphI KOpiHi3 (01 Typaiibl 2-KagaMHAH OKbIHbI3).



